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When Energy Fails,

Everything Stops

(and Costs)




What is the cost of Failure? PROTASIS
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Timeline of ICS Attacks PROTASIS

with power; we perform

Puerto Rico Smart meters
were hacked,

FLORIDA WATER
TREATMENT

Hacker gained access
through a remote access
software and

BLACKENERGY

VOLT TYPHOON

manipulating the billing
system, leading to $400

Black energy Trojan
(Malware, DDoS) -
attacked three power

for half of the population.

manipulated with the
water’s chemical

O—

WATER UTILITY

2 ®

~——

INDUSTROYER2

TR J—

million loss per annum. - Por treatment levels leading Chinese APT group
Stuxnet Worm: infected uEllty colm p;.nles m to major health_safety quietly infiltrated water,
USB flash drive crossing gisll.‘?lmt‘:oflainl?l?et:ep?wer 1ssues. power, ar_ld _
the air-gapped systems. p glon communications

infrastructure in the US

4.

Remote Access Trojan

COMPANY (RAT): malware Variant of 2016’s

Malware - allowing the

Hackers gained remote
access to the SCADA
system manipulating the
water filtration system
and stealing customer
records

compromising the ICS

hackers to gain complete
control over the

Petrochemical plant’s ICS
in Saudi Arabia.

Industroyer malware, used
by Sandworm; targeted
high-voltage electrical
substations in Ukraine
during the Russia-Ukraine
war

PIPEDREAM

Highly sophisticated
modular ICS malware
discovered before
deployment. Capable of
targeting Omron and
Schneider Electric PLCs
across electric, LNG, and
manufacturing sectors.
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George Baglatzis

Head of Operations & Information
Systems Security




Smarter Systems, Bigger Risks
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Regulation and Market Pressure PROTASIS
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Legacy Reality & (In)Secure By Design
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R URDY?

B Asset Inventory Recorded
& Vulnerabilities [dentified

L. Risks Assessed
Compliance Checks

< 3rd Parties / Vendors Cyber Maturity
@ Monitoring Mechanisms Implemented
Incident Response Tested

engineering & consulting

with power; we perform



How can we help PROTASIS
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Cybersecurity Services Portfolio
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Certified Personnel

%

Deep Technical Knowledge
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OT Vulnerability Assessment PROTASIS

with power; we Ferform

| Target System: System Under Consideration (SuC) |

E=ralll ] | Er——— Approach:
2] L2 A\ [t ° = Review of network diagrams and systems
) ° overview
o e :M_ = Utilize special software to monitor network
e RS traffic
$828 g o (. = Observations rated based on CVE and mapped to
CWE and ATT&CK

Celtieal severlty valnersbllites are the mos
comproudse. glving attachers full control ov

Deliverables:
= Detailed Asset Inventory
= Network flows and recognized protocols

= . . e
s = List of potential vulnerabilities

Common vulnerabilities (XX)

R

L

T —— f

Back to Executive
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OT Risk Assessment

| Target System: System under Consideration (SuC)
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Security Program Evaluation ——Maturity | 1.
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Medium

EmincSo KovSvvou

O sxeTipdpsves xiviuvog yia to uvrd siitacm minpopopaxsd cuoType
civar vimAds, Sndadi éxe peyddss mBavomres va cupfei xai cofapo
aviistuno

0 eXTIRGOUEVOG XIVEUVOG Yia TO BTo sE£Taom mANpoPpopIaKs cUGT A
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KVTINTUOG TOV Zivet ONEGVTINGS
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KVTIKTUTLO 1] ey @in mBavo T T ZH@EVIOTS KL JuXpO QVTINTUTO

0 extinduevoe xivduvos katk aoa mBavérnra Szv Ba vionomBein /
xat o avtinTuTds Tov Ba sivan tEproprapfvos
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Risk Assessment (IEC 62443-3-2)

High-level risk assessment
through Questionnaire based on the
updated [EC 62443-2-1:2024
standard

On-Site Inspection (OSI)

Detailed risk assessment recording
the identified risks and evaluating
the Likelihood and the Impact for
each risk

Cybersecurity Maturity Level for
each of the 8 SPEs and an overall
assessment rating.

PROTASIS

engineering & consulting

with power; we Perform



Cybersecurity Maturity Level Assessment PROTASIS

with power, we Ferfarm

GOVERN
= Utilize a Cybersecurity Maturity
Assessment Framework tailored to Clients
Select (Group of) Company/-ies el

= Holistic approach that covers Governance,

5 & Operations and Engineering aspects of
9 > :
= S Cybersecurity
[a) w
oc
OT / IT Systems I
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Maturity Model

- N IECc62443
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Standards and Technology



Compliance Readiness Checks

= Utilize the Cybersecurity Self
Assessment Tool, provided by the
National Cybersecurity Authority

- | — = [t consists of 169 security measures
P T T divided under 24 subject categories

Visit https://cyber.gov.gr/

* X x o *
* Cyber * lez ¥ A * Network

% Resilience % ol i * code on
5 At o Directive i n A cybersecurity
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https://cyber.gov.gr/

Mitigation Actions PROTASIS

with power; we Ferform
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& Secure Network Architecture & Segmentation

8 OT Policies & Procedures Development

@ NIDS Platform with SIEM Integration

W R Playbook Enhancement

14



Smart Energy = Smart Security PROTASIS

with power; we Ferform

© Cybersecurity is not a Cost

® It's ROI Protection

15
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Thank you

www.protasis.energy



